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MEET THE PRESENTERS

CLIFF BAKER | CEO, CORL TECHNOLOGIES

Cliff Baker is a leader in healthcare information technology, privacy and security, with over 20 years of industry experience.
Cliff is the founder/CEO of two successful companies that provide information protection services to healthcare
organizations including many of the nation's leading provider, payer and business associate organizations. Cliff also led the
creation the HITRUST framework, which is the most broadly adopted healthcare security and privacy framework in the
industry. His career began with PricewaterhouseCoopers where he established the firm's first dedicated healthcare care
security practice. He is published author on database security and is a frequent speaker at conferences.

STEPHEN DUNKLE | CISO, GEISINGER HEALTH SYSTEM

Stephen (Steve) Dunkle is the enterprise Chief Information Security Officer at Geisinger, including the Geisinger Health Plan,
Geisinger Commonwealth School of Medicine and Keystone Health Information Exchange. Steve has over 35 years of
experience in the information and physical security field. His professional tenure includes senior security leadership positions
at Dow Corning Corporation, American Fidelity Assurance, Fleming/Core-Mark, Sallie Mae, Publix Super Markets, The
Mosaic Company, and others. He has worked as an expatriate in Asia and Europe. Steve specializes in information and
cybersecurity program development and IT risk management. His experience includes implementing specialized security
measures during periods of significant business risk, including bankruptcy, litigation, workforce reduction and targeted
threat. He holds a Bachelor of Science in Applied Management from Northwood University along with numerous
certifications in information security, information system audit, and IT risk management.
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PARADIGM SHIFTS OF SUPPLY ~ , THREE STEPS TO MATURING
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HEALTHCARE
VENDOR
SECURITY

LANDSCAPE
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HEALTCARE VENDOR
SECURITY LANDSCAPE

* Third-party data risk is on the rise in the U.S. firms, with an estimated 61% experiencing a
breach caused by 3rd parties, which is up from the previous year.

* Lack of information sharing visibility into the number of third parties (Nth parties, etc.) Only
34% have a comprehensive inventory of all third-parties. (Source: Ponemon Institute)

* In healthcare settings, risk tiering techniques reveal specific ‘vendor types’ that present a

greater data security than others, which can streamline vendor security risk management.
(Source: CORL Technologies data)




Gelsinger .» s CORL —
5:-._2._'.'7':' technologies

OVERVIEW OF DATA SET




L ,4,,» 7
Geisinger gg,,,,? ORL —
w;-_ﬁ.'_.;:/ technologies
N3

EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE

ARE AMC ORGANIZATIONS
USING THE el O VENDORS WiTH
SAME VENDORS?

Of the 35,000 vendors supplied \
to CORL by AMC clients, 23% of
vendors appear on multiple

Vendor Lists.

Average AMC vendor list = 2100 Single Vendor List

vendors

Multiple Vendor Lists
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> OF VENDORS WITH ACCESS TO
.Y\ (& DATA

Business Services

37/%

Clinical

Other | NG 2%
Software | M 7%
Consulting [ NG 7%
Hardware [ 5%

Outsource Services [ R 4%

28%
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V
@ (51-500) VENDOR PORTFOLIO:

SIZE
e AMCs do a lot of business with small

' LARGE
(1,001- business vendors; over half of AMC
10,000) vendors provided to CORL on Vendor

@ Lists are 50 employees or less.

LARGEST
(>100,000)

V
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VENDOR PORTFOLIO:
GEOGRAPHICAL SCOPE

* A clear majority of AMC vendors
are National, meaning they
maintain all physical office

locations within the United States
of America.

National International
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SECURITY
RISK
EXPOSURE
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CORL Risk Calculation:

e Likelihood - security capabilities of a vendor
* Impact - volume of PHI at risk of a breach
 Overall Risk of Breach
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LIKELIHOOD OF A 1op 10 VENDOR TYPES
BREACH

Medical Financi Businegp
. : Intelligence

Devices Services .
— / Analytics
LIKELIHOOD = SECURITY

CAPABILITIES OF A VENDOR Healthcare
* Vendors that provide these types of Consulting

Gelisinger

Supply Durable
Chain Medical
Services Equipment

Pharmacy
(Clinical)
products and services are more likely
to experience a breach.

e AMCs have 2x more Medical Device

Specialty Leaal Lol
vendors than the second highest sector Clinical : ega L Cl:olnlcd
Financial Services in “Likelihood of Services i aboratory

Breach”.
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IMPACT OF A TOP 10 VENDOR TYPES
BREACH

Medical Security Healthcare
Devices / Privacy Consulting

IMPACT = VOLUME OF PHI AT RISK
OF A BREACH Document

. Pharmacy Manaaement Mobile Device Network
* A breach of a High Impact vendor (Clinical) Jene Application Hardware

- ] & Imagin
can cause millions of dollars in ging

breach response costs.
e AMCs have 3x more Medical Device

Practice Patient
vendors than the second highest sector Management PI(\:r:n?:;:y Engagement
Security /Privacy in “Impact of Software == Software

Breach”.
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HIGHEST RISK
EXPOSURE

HIGHEST RISK VENDOR GROUPS

Healthcare Consulting

WWW.CORLTECH.COM
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COMPARISON
TO INDUSTRY
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SECURITY CERTIFICATIONS
AMC ORGANIZATIONS . 295 venoors wirn

e Security certifications are primary ' '
indicators that a company is willing to

invest in the protection of sensitive data.

e Slightly worse than industry average,
many vendors serving AMC clients do

not invest in a security certifications. AMC Healthcare Industry
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SECURITY CERTIFICATIONS
AMC ORGANIZATIONS

21% o . % of all Security Certifications Identified

OF THE 23% OF AMC VENDORS THAT DO INVEST
IN-MAINTAINING A SECURITY CERTIFICATION,
THE FOLLOWING ARE FAVORED:

SOC2Type2  ISO 2/001:2013 PClI DSS SOC 1 Type 2 HITRUST EHNAC FedRAMP SOC 2 Type 1 FISMA CSA STAR

© 2019 CORL Technologies, LLC. All Rights Reserved WWW.CORLTECH.COM
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SECURITY PERSONNEL
AMC o RGAN I ZATI o NS SO/E COUFR IVTEYN IP)EORRSSO\IQI:‘ITEI-:.

* AMC vendors are fairing slightly

better than industry average with AMC Healthcare Industry
resources designated to security.

* Having designated security
personnel is a key indicator that a
vendor prioritizes security by
investing in qualified resources.
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PRIVACY POLICY
AMC ORGANIZATIONS » gepest i

@ ®

prioritizing privacy and its Healthcare Industry
importance in the healthcare industry.

* A vendor’s Privacy Policy indicates o
commitment to the protection of
information provided.

* AMC vendors are fairing slightly
better than industry average in
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DATA BREACH
AMC ORGANIZATIONS .22 venadss it

e Slightly worse than industry

average, AMC vendors disclose a
higher percentage of data
breaches in the past 5 years than

overall industry.

Healthcare Industry
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INADEQUATE
SECURITY CONTROLS

14% % of All Inadequacies Identified

AMC VENDORS TEND TO HAVE INADEQUATE NIST
800-53 CONTROLS IN ACCESS CONTROLS,
FOLLOWED BY AUTHENTICATION & AUTHORIZATION,
AND SYSTEM DATA PROTECTION.

6%

Access Controls  Authentication &  System Data Configuration Auditand  Personnel Security System Security Planning Incident Response
Authorization Protection Management Accountability Acquisition Assessment

© 2019 CORL Technologies, LLC. All Rights Reserved WWW.CORLTECH.COM



i

caiing ~#» CORL = __

technologies

THREE KEYS TO MATURE VENDOR SECURITY RISK MANAGEMENT PROGRAMS

ASSESSMENT
OF VENDORS
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ACROSS THE PROVIDER
PORTFOLIO: IMPACT RATING

53%

% of All Vendors Assessed by Impact Rating

AMC CLIENTS ARE GENERALLY ASSESSING
VENDORS THAT TOUCH A LOT OF PHI. MOST
ASSESSMENTS OF VENDORS CATEGORIZED AS
“VERY HIGH” OR “HIGH” IMPACT.

34%

1%
- ?%,
L

Very High High Impact Rating Medium Low

24

© 2019 CORL Technologies, LLC. All Rights Reserved WWW.CORLTECH.COM
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ACROSS THE PROVIDER PORTFOLIO:
ASSESSED OR NOT?

% of Vendors Not Assessed by CORL

BUT THERE IS WORK TO DO - MANY VENDORS WITH
KNOWN CATEGORIZATION OF “VERY HIGH” OR “HIGH”
IMPACT RATING ARE NOT YET BEING ASSESSED.

62%
T % i . .

Very High High Medium Low Very Low

B Vendors Assessed

B Vendors Not Assessed

Impact Rating

25

© 2019 CORL Technologies, LLC. All Rights Reserved WWW.CORLTECH.COM
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AMC VENDORS TOP 10 VENDOR TYPES
OFTEN ASSESSED

Busi Medical
usiness Healthedre edica

Intelligence / Consulfin Device

Analytics Applications

Breakdown of Sectors that are assessed
the most | Vendors That Get Your

Revenue Cycle . Patient .
Attention: & Business 'I\)A:jil::sl Engagement S:c.urlty /
L] L[] r
* These are you High Impact and/or High Process Software vacy

Likelihood sectors that are being
assessed the most on a count base.
e Good job because these vendors are AL el EHR
. . Management Decision
either considered to touch a lot of PHI,
] ) Software Support
continuously scored poorly on risk
assessments, or both.

Software
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AMC VENDORS TOP 10 VENDOR TYPES
LESS OFTEN ASSESSED puumn N B

— Addiction Management Services

Breakdown of Sectors that are NOT

being assessed enough:

* These are your High Impact and/or
High Likelihood sectors that are NOT
being assessed on a count base.

Blood and

Life Network Clinical Social
Tissue

Insurance Hardware Support

* These vendors are either considered
Employer’s
Wellness
Program

to touch a lot of PHI, continuously Home Pharmacy
scored poorly on risk assessments, or Health (Clinical)
both, and should be considered for

assessment priority.
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VSRM
PRACTICES
USED

© 2019 CORL Technologies, LLC. All Rights Reserved WWW.CORLTE COM
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PROVIDER
PREFERENCES

Preferred Questionnaire
Framework

1. NIST & HIPAA CFR
2. HITRUST

dV

CORL

technologies

Preferred Vendor Certification

None /None Noted
SOC 2 Type 2
HITRUST

SO /IEC 27001

INFANNE

GRC Systems

1. None/None Noted
2. ServiceNow

3. RSAM

4. Keylight

Some AMC CORL Clients integrate with their GRC system

Contract Terms for Security

1. No consistency

2. Certification requirement
(Limited; ISO, SOC 2, SOC
1, PCI, HTIRUST)

29
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VENDOR
RESPONSIVENESS

Responsiveness During Responsiveness During

Vendor Security Questionnaire Remediation

(VSQ) * Generally lax requiring
Required SLA Response Time remediation

e Min — 5 days * Generally no remediation

e Max — 15 days timelines imposed on vendors

* Generally no certifications
Actual VSQ Return = 20 imposed on vendors

30

business days (median) J J




Caring 722 CORL = __
% technologies

THREE KEYS TO MATURE VENDOR SECURITY RISK MANAGEMENT PROGRAMS

A NEWCOMER’S
VIEW OF
HEALTHCARE
DATA SECURITY
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ADDING TO THE COMPLEXITY

* More network connected solutions/devices
* Mobile devices / BYOD
* Increasing ‘computing surface’ - loT, automated process control, facility operations, etc.
* Automation and process integration
* Cloud-based computing and hybrid service models
* Vendors relying on vendors
* For example: Vendor 1 uses vendor 2, who uses vendor 3
* Mergers and acquisitions

* Advancing threat landscape -
* Each health system business line has its own: ] ] ]
) manqgemenf - - - - - -
I [ I I
* vendors I B 1 rPr
* regulatory requirements - rrr oo rr
e risk appetite P rrrrr oy

© 2019 CORL Technologies, LLC. All Rights Reserved WWW.CORLTECH.COM
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PARADIGM SHIFT:
DATA SECURITY IN
THE HEALTHCARE CONFIDENTIALITY
SUPPLY CHAIN

* Confidential information is only part of the job.

AVAILABILITY

* Protecting integrity and availability of
information and services also needs to be in Q
o

scope.

WWW.CORLTECH.COM
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THREE STEPS TO
MATURING A
VSRM

PROGRAM
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STEP 1: ESTABLISH VSRM PROGRAM RISK GOVERNANCE

Develop and maintain a common risk view
* Align VSRM with your organization’s enterprise risk management program
e Determine VSRM program ownership / functional alignment
* Partner with procurement (centralized management?)
* Establish a Supply Chain Risk Management Steering Committee
* Adopt common risk language
* Apply risk-based vendor selection and ongoing vendor management
* Define vendor risk responsibility and ownership
* Policies and standards

* Staffing and training

© 2019 CORL Technologies, LLC. All Rights Reserved WWW.CORLTECH.COM
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STEP 2: ESTABLISH VSRM RISK ASSESSMENT TOOLS & PROCESSES

* Analyze risk
O Select a common security risk framework
O Define scope
O Identify risk response options
0 Complete peer reviews (quality)
O Define and maintain service levels
* Maintain a vendor risk profile
» Complete vendor risk analysis
O Establish risk ranking factors (likelihood, business impact)

O Store results (risk register)

© 2019 CORL Technologies, LLC. All Rights Reserved WWW.CORLTECH.COM
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STEP 3: VENDOR RISK RESPONSE

Organizational resilience - prepare to respond to
changes in vendor risk (incident response)

Continuous monitoring

Risk remediation

Risk reporting (format, frequency, audience)
Develop vendor risk management action plans *

Options for integration with GRC tools? (automation)

© 2019 CORL Technologies, LLC. All Rights Reserved
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KEY
TAKEAWAYS

© 2019 CORL Technologies, LLC. All Rights Reserved WWW.CORLTECH.COM



4
o/

-~ technologies

Lo}
.

THREE KEYS TO MATURE VENDOR SECURITY RISK MANAGEMENT PROGRAMS

KEY TAKEAWAYS

* Building and maintaining a VSRM program is an
ongoing journey.

* Do not underestimate the amount of time, expertise
and leadership needed to maintain the program.

e Continue to evaluate what VSRM functions are best
managed in-house, and which are not.

* VSRM is a servant of the enterprise risk management
function.

© 2019 Meditology Services, LLC. All Rights Reserved WWW.CORLTECH.COM
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Q&A
SESSION
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THANK

CLIFF.BAKER
@CORLTECH.COM

SCDUNKLE
(@GEISINGER.EDU
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